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About
Deloitte’s Product Security Testing helps clients identify vulnerabilities in their products by 
assisting them throughout the product development life cycle from a security standpoint. 
Our experienced cyber professionals and well-equipped security labs are a one-stop 
solution for Product Security Testing, which provides guidance, stability, and security needed 
to confidently deploy enterprise products.

Typical challenges in Product Security Testing

Blind Spot 
while Scoping

Standard 
Threats & 
Risks 

Knowledge 
of Product 

Skill Sets 

The size and complexity of the product leads to “blind 
spots” during scoping and coverage when traditional 
security testing approach is followed. 

No two product security testing plans are alike as each 
product has a unique threat profile and faces different 
risks.

Complete functional and technical knowledge about the 
product does not usually get translated into effective 
product security testing strategy and execution.

Product Security Testing requires various skill sets to 
work together; this is not always possible.  

Deep product knowledge by referring to documentation such as security 
guides, installation guides,  and administration guides that helps us 
understand the product  and conduct threat analysis.

Beyond the scope of conventional penetration testing;  vulnerability 
chaining to highlight the exploitability factor,  eliminates edge cases and 
identification of  security issues in third-party or open-source packages.

Benefits
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Our Product Security Testing framework 

Delivery Methods

On Demand Based Managed / Outcome Based Staff Augmentation Based

Product Details

Deep-dive Product 
Understanding

Product 
Documentation Guide

Analysis of public 
CVES on Product

Threat Analysis of 
New Features

Type of Security Test

Threat Modelling 

Code Scan

Black Box

Grey Box

Product Type

Binaries and 
Executables

SAAS

Mobile App

Platform

On Premise

Binary 
Analysis

Web/API/
Mobile

Data Layer 
Tests

Reverse 
Engineering

Business Logic 
Tests

Debugging

Interface 
checks

Vulnerability Reporting 

Exploitable 
POCs

Vulnerability 
Chaining

Business-
specific Risk 

Ratings

Technical & 
Management 
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Case Study 1
Large multinational product-based company – Security 
assessment of their flagship cloud-based learning 
management solution (LMS)  

Client What we did
Outcomes/
Impact

Leading multinational 
product-based company; 
one of the world’s largest 
rich internet application 
development with annual 
revenue close to US$ 7.3B.

The client engaged 
Deloitte to:

•• Perform security 
assessment of their 
flagship cloud-based 
LMS that consists of a 
modern rich internet 
web solution and mobile 
apps (iOS and Android 
based) powered by more 
than 700 APIs

•• Evaluate the security 
posture of this SAAS 
solution deployed on 
Amazon EC2

•• Provide effective 
and implementable 
remediation solutions 
for the identified 
vulnerabilities and 
exploits

•• Performed a deep-
dive manual web 
application security 
assessment that led to 
the uncovering of 61 
impactful vulnerabilities

•• Focused on uncovering 
security vulnerabilities 
that are related to 
business logic flaws, 
privilege escalation, 
and user roles 
authentication and 
authorisation 

•• Identified and 
remediated highly 
impactful vulnerabilities 
in mobile apps; 
this was done by 
following the custom 
mobile Pentesting 
methodology developed 
by Deloitte

•• Most of the reported 
vulnerabilities (>60%) 
were classified as zero 
day in nature and 
immediate fixes were 
rolled out considering 
their criticality and 
impact.

•• Authorisation-
based security flaws 
helped the client 
take a relook at the 
configured gateway and 
consistently apply rules 
across incoming service 
calls.

•• Although the solution 
underwent multiple 
security assessments 
by internal teams and 
external Pentesting 
vendors, the client 
appreciated the depth 
of coverage and the 
quality of security bugs 
uncovered.
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Case Study 2
Large multinational product-based company – Security 
assessment of their legacy application development product

Client What we did
Outcomes/
Impact

Leading multinational 
product-based company; 
one of the world’s largest 
rich internet application 
development with annual 
revenue close to US$ 7.3B.

The client engaged 
Deloitte to: 

•• Perform security 
assessment of their 
legacy application 
development product

•• Binary executables, 
development platform 
and applications 
developed and deployed 
on this solution were in 
scope

•• Evaluate the latest 
threats affecting this 
legacy product that has 
been in the market for 
over a decade

•• Provide effective 
and implementable 
remediation for the 
identified vulnerabilities 
and exploits

•• Performed a deep-
dive product security 
assessment that led 
to the uncovering of 
more than 40 zero day 
vulnerabilities

•• Conducted 
assessments, including 
binary analysis, 
reverse engineering, 
vulnerabilities detection 
(with respect to 
open-source and third 
packages within the 
solution), attack surface 
analysis, and deep-dive 
web Pentesting

•• Identified and 
remediated exploitable 
critical vulnerabilities

•• Immediate fixes were 
rolled out considering 
the criticality and 
impact of the discovered 
vulnerabilities.

•• Bypass with respect 
to inherent security 
controls and filters was 
implemented within the 
product; this  helped 
the client take a relook 
at the configurations 
and profiles.

•• Although the solution 
underwent multiple 
security assessments 
by internal teams, 
security researchers, 
and external Pentesting 
vendors, the client 
appreciated the depth 
of coverage and the 
quality of security bugs 
uncovered.
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